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  Lab 1 – Configuring the Base Network

Lab Scenario: 
  Configuring the Base Network with VLANs, IP Addressing & Rou�ng

Ini�al Setup: 
 Not required

Lab Tasks: 
Task 1 
 Configure R1 g0/0 Sub Interface. Use Dot1q as the trunking encapsula�on. And Configure R1 as   
DHCP Server. Configure Rou�ng protocol OSPF. 
R1 
! 
interface Loopback1 
 ip address 150.11.11.1 255.255.255.255 
! 
interface GigabitEthernet0/0 
 no ip address 
 duplex auto 
 speed auto 
 media-type rj45 
! 
interface GigabitEthernet0/0.1 
 encapsula�on dot1Q 1 na�ve 
 ip address 192.168.1.157 255.255.255.0 
! 
interface GigabitEthernet0/0.10 
 encapsula�on dot1Q 10 
 ip address 155.1.10.11 255.255.255.0 
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! 
interface GigabitEthernet0/0.65 
 encapsula�on dot1Q 65 
 ip address 155.1.65.1 255.255.255.0 
! 
 
router ospf 1 
 network 150.11.11.1 0.0.0.0 area 0 
 network 155.1.10.0 0.0.0.255 area 0 
 network 192.168.1.0 0.0.0.255 area 0 
! 
ip dhcp pool vlan80 
 network 155.1.80.0 255.255.255.0 
 default-router 155.1.80.250 
! 
ip dhcp pool vlan28 
 network 155.1.28.0 255.255.255.0 
! 
ip dhcp pool vlan29 
 network 155.1.29.0 255.255.255.0 
 default-router 155.1.29.250 
! 
ip dhcp pool Sponsor 
 network 155.1.120.0 255.255.255.0 
 default-router 155.1.120.250 
! 
ip dhcp pool Geust-Portal 
 network 155.1.130.0 255.255.255.0 
 default-router 155.1.130.250 
! 
ip dhcp pool vlan82 
 network 155.1.82.0 255.255.255.0 
 default-router 155.1.82.250 
! 
ip dhcp pool vlan84 
 network 155.1.84.0 255.255.255.0 
 default-router 155.1.84.250 
! 
ip dhcp pool vlan85 
 network 155.1.85.0 255.255.255.0 
 default-router 155.1.85.250 
! 
ip dhcp pool vlan86 
 network 155.1.86.0 255.255.255.0 
 default-router 155.1.86.250 
! 
ip dhcp excluded-address 155.1.80.250 
ip dhcp excluded-address 155.1.28.250 
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ip dhcp excluded-address 155.1.29.250 
ip dhcp excluded-address 155.1.20.250 
ip dhcp excluded-address 155.1.130.250 
ip dhcp excluded-address 155.1.82.250 
ip dhcp excluded-address 155.1.84.250 
ip dhcp excluded-address 155.1.85.250 
ip dhcp excluded-address 155.1.86.250 
 
Task 2 
Configure SW1 g0/0 and g0/3 Interface as a Trunk towards R1 g0/0 and CSR1 g0/0 Interface. Use  
Dot1q as the trunking encapsula�on. 
SW1 
! 
interface GigabitEthernet0/0 
switchport trunk encapsula�on dot1q 
switchport mode trunk 
! 
interface GigabitEthernet0/3 
switchport trunk encapsula�on dot1q 
switchport mode trunk 
 
Task 3 
Configure VLANs on SW1 that will be used in the network. Create the  
following VLANS: 
       VLAN 10  
       VLAN 65 
       VLAN 125 
       VLAN 126 
SW1  
VLAN 10,65,125,126 
Task 4 
Configure CSR1 g0/0 Sub Interface. Use Dot1q as the trunking encapsula�on. And Configure CSR1 
g0/1 interface. Configure loopback also. And Rou�ng protocol OSPF 
CSR1 
! 
username admin privilege 15 password 0 cisco 
! 
interface Loopback1 
ip address 150.1.1.1 255.255.255.255 
interface Loopback2 
ip address 150.1.1.2 255.255.255.255 
interface Loopback3 
ip address 150.1.1.3 255.255.255.255 
! 
interface GigabitEthernet0/0.10 
encapsula�on dot1Q 10 
ip address 155.1.10.1 255.255.255.0 
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! 
interface GigabitEthernet0/1 
ip address 155.1.139.1 255.255.255.0 
no shut 
! 
interface GigabitEthernet0/2.111 
encapsula�on dot1Q 111 
ip address 155.1.109.1 255.255.255.0 
! 
router ospf 1 
router-id 1.1.1.1 
network 155.1.10.0 0.0.0.255 area 0 
network 155.1.30.0 0.0.0.255 area 0 
network 155.1.40.0 0.0.0.255 area 0 
network 155.1.139.0 0.0.0.255 area 0 
Task 5 
Configure ASA as transparent firewall. And configure BVI also. And allow TCP and UDP using Access-
control List. 

 
Task 6 
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Configure Loopback in CSR5. And interface g0/0. And Configure G0/1 sub interface following 
Requirement. Configure OSPF Rou�ng Protocol. 

 
 
Task7 
Configure VLANs on SW4 that will be used in the network. Create the following VLANS. Configure 
SW4 g0/0 Interface as a Trunk towards Use Dot1q as the trunking encapsula�on. Configure SVI in 
SW4. And configure Rou�ng protocol OSPF0.  
       VLAN 29 
       VLAN 82 
       VLAN 84 
       VLAN 85  
       VLAN 86 
       VLAN 143 
Sw4. 
Vlan 29,82,84,85,86,143 
interface GigabitEthernet0/0 
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 switchport trunk encapsulation dot1q 
 switchport mode trunk 
! 

 
! 

 
! 
 
                            Lab 2 – Configuring Passwords in ISE 
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Lab Scenario: 
       Configuring Passwords in ISE 
Ini�al Setup: 
      Based on the previous Lab 

Lab Tasks:  
Task 1 
Configure the ISE CLI Administrator password based on the following: 
        The Default password on Eve-NG for ISE is Cisc0!@#. 
        It will prompt you to change the password. 
        Change it to Cisc01234 
        
ISE 
      ISE3-0 login: admin  
      Password:  
      You are required to change your password immediately (password aged) Changing password for   
admin. 
     (current) UNIX password: Cisc0!@# 
     Enter new UNIX password: Cisc01234 
     Retype new UNIX password: Cisc01234 
 
Task 2 
     Change the ISE CLI admin password to Sagir1234 
  ISE 
      ISE3-0/admin# password 
      Enter old password: Cisc01234 
      Enter new password: Sagir1234 
      Confirm new password: Sagir1234 
 
Task 3 
       Reset the ISE GUI Admin password to Sagir1234. 
 
ISE 
ISE3-0/admin# applica�on reset-passwd ise admin 
Enter new password: Sagir1234 
Confirm new password: Sagir1234 
 
Password reset successfully. 
 
                        Lab 3 – Configuring Network Configura�on of ISE 
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Lab Scenario: 
       Configuring Passwords in ISE 
Ini�al Setup: 
      Based on the previous Lab 

Lab Tasks:  
Task 1 
     Configure/Verify ISE Network Parameters based on the following: 
      IP Address: 192.168.1.111/24 
       Default-Gateway: 192.168.1.1 
       DNS Server (Name Server): 192.168.1.200 
       Domain Name: cisco.com  
      Hostname: ISE 
ISE 
Config t 
! 
hostname ISE1 
! 
ip domain-name cisco.com 
! 
interface Gigabit Ethernet 0 
ip address 192.168.1.111 255.255.255.0 
! 
ip default-gateway 192.168.1.1 
! 
ip name-server 192.168.1.200 
! 
Note: It will prompt you to restart the ISE Applica�on. Type "yes" to process. It will take a bit to come 
back. 
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                                 Lab 4 – Ini�alizing ISE – GUI 

 
Lab Scenario: 
       Configure RADIUS Log Se�ngs in ISE.  
        Enable Services. 
Ini�al Setup: 
      Based on the previous Lab 

Lab Tasks:  
Task 1 
Configure RADIUS se�ngs based on the following: 

 Configure ISE RADIUS se�ng to allow repeated Failures & suppress failed a�empts. This is       
done to see the logs as we are tes�ng configura�ons. 
  Configure ISE RADIUS to display all Successful authen�ca�ons in the log even if they are repeated. 
This is done to see the logs as we are tes�ng configura�ons. 
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Task 1 
Configure RADIUS se�ngs based on the following: 

 Configure ISE to run the Device Administra�on and pxGrid services. 
 We will be using TACACS+ for Device Administra�on in a later sec�on. 
 We will be using pxGrid services for the ISE to FMC integra�on. 

 

 
 

 
                                 Lab 5 – Create Admin User Crea�on 
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Lab Scenario: 
       Configure Admin User Crea�on in ISE.  

 
Ini�al Setup: 
      Based on the previous Lab 

 
Lab Tasks:  
Task 1 
Create New Admin User with the Following Creden�al. 
 
 
                         Username: Sagir 
                         Password: Netmet@123 
                         User Informa�on First Name – Sagir 
                         User Informa�on Last Name – Khan  
                         Email -khansagir446@gmail.com 
                         Admin Group –Super Admin 
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Task 2 
Create one more User with the Following Creden�al. 
                  
                         Username: Student 
                         Password: Student 
                         User Informa�on First Name – Student 
                         User Informa�on Last Name – Student 
                         Email – student@gmail.com 
                         Admin Group – HelpDesk Admin 
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Task 3 
Ensure that the idle Session �meout is set to 20 minutes for all users. 

 
 

 
 
 
Task 4 
Ensure that ISE can only Access by the window machine using IP Address 192.168.1.1 
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                                Lab 6 – Radius Protocol for Device Authen�ca�on  

 
Lab Scenario: 
       Configure Authen�cate All Console and Remote Login to CSR1 Using ISE. 

 
Ini�al Setup: 
      Based on the previous Lab 

 
Lab Tasks:  
Task 1 
Create some NDG Groups in ISE  
All Device Type- All Router  
All Device Type- All Switches 
All Device Type – Firewall 
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Task 2 
Create New User with Following Creden�als in ISE. 
                       Username: Cisco 
                       Password: Cisco 
                       Admin Group: Device Admin 

 Device Admin Group users should only be Allowed to CSR1 Remotely. 
  Create User Group in ISE. 

 

 

Task 3 
Create one more User with Following Creden�als in ISE. 
                       Username: batman 
                       Password: Cisco 
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                       Admin Group: SuperHeros 

 Create User Group in ISE. 

 

 
 
Task 4 
Configure CSR-Router Client of ISE  
           Name- CSR1 
           IP Add- 155.1.146.1 
           Device Type- All Router 
           Radius Authen�ca�on- cisco 

 
 
Task 4 

 Super Heros Group user should be allowed to access CSR1 Remotely and should be allowed to 
Access CSR1 using Console. 

 Use Radius as the protocol for Authen�ca�on. 
 If the ISE is Unavailable the admin should s�ll be allowed to access the console or Access CSR1 

Remotely using a local user account “Admin” password as “default1A” 

CSR1 
! 
Aaa new-model 
Aaa authen�ca�on login Con group Radius LOCAL 
Aaa authen�ca�on login VTY group radius LOCAL 
Username Admin privilege 15 password default1A 
! 
Line Con 0 
Login authen�ca�on Con  
! 
Line vty 0 15  
Login authen�ca�on VTY 
! 
Radius Server Rad  
Address IPv4 192.168.1.111 auth-port 1812 acct-port 1813 
Key cisco 
! 
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Radius-Server a�ributes 6 on-for-login-auth  
Radius-Server a�ributes 8 include-in Access-Request  
Radius-Server a�ributes 25 access-request include  
! 

 Create Policy in ISE  
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                  Lab 7 – Radius Protocol for Device Authen�ca�on Exec Level. 

 
 
 Lab Scenario: 
       Configure Authen�cate All Console and Remote Login to CSR1 Using ISE. 

 
Ini�al Setup: 
      Based on the previous Lab 

 
Lab Tasks:  
Task 1 

 All console and Remote login to CSR should be Authorized with Respec�ve Exec Level using ISE. 
 User cisco should be Assigned privilege exec level2 
 User batman should be Assigned exec level 15. 
 Privilege exec level2 should be allowed to shut and no shut all interface. 
 Permission for level2 or level 15 must be locally defined on CSR. 

CSR  
Aaa authoriza�on Authz1 group radius  
Line vty 0 15 
Authoriza�on exec Authz1 
Line console 0 
Authoriza�on exec Authz1 
Exit 
! 
Aaa authoriza�on exec Authz1 

 Create Customiza�on Authoriza�on profile on ISE. 

ISE 
1.Brows to “Policy -> Policy Sets -> Result -> Authoriza�on -> Authoriza�on profile -> Add” 
                                            Name- AUTHZ-SH 
                                          Go to A�ribute Se�ngs  
2.Click “Select on Item -> cisco -> cisco-av-pair-[1] 
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                         Write- priv-lvl-15 
3.Click “Submit” 
 
ISE 
1.Brows to “Policy -> Policy Sets -> Result -> Authoriza�on -> Authoriza�on profile -> Add” 
                                            Name- AUTHZ-DA 
                                          Go to A�ribute Se�ngs  
2.Click “Select on Item -> cisco -> cisco-av-pair-[1] 
                         Write- priv-lvl-2 
3.Click “Submit” 
 

 Know this Customiza�on profile Use in Policy  

ISE 
1.Brows to “policy -> Policy Sets -> Authoriza�on policy -> edit -> edit policy” 
          Permit Access-AUTHZ-SH 
2.Click “submit” 
 
                                         Lab 8 – TACAS+ Protocol for Device Authen�ca�on 

 
Lab Scenario: 
       Configure Authen�cate All Console and Remote Login to SW1 Using ISE. 

Ini�al Setup: 
      Based on the previous Lab 

Lab Tasks:  
Task 1 
Configure the ISE as per the Following Requirements. 

 Create a Internal user on ISE with username as “Sagir” and Password as cisco. 
 This user on ISE must belong to the local users group Avengers. 
 Ensure switch1 authen�cates all Telnet or SSH. Session from ISE using TACAS+ protocol. 
 Network Device IP add of Sw1 is 10.0.0.254 
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