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Lab 1 — Configuring the Base Network
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Lab Scenario:

> Configuring the Base Network with VLANSs, IP Addressing & Routing
Initial Setup:

> Not required

Lab Tasks:

Task 1

Configure R1 g0/0 Sub Interface. Use Dotlq as the trunking encapsulation. And Configure R1 as
DHCP Server. Configure Routing protocol OSPF.
R1

!

interface Loopback1

ip address 150.11.11.1 255.255.255.255
I

interface GigabitEthernet0/0

no ip address

duplex auto

speed auto

media-type rj45

I

interface GigabitEthernet0/0.1
encapsulation dot1Q 1 native

ip address 192.168.1.157 255.255.255.0
I

interface GigabitEthernet0/0.10
encapsulation dot1Q 10

ip address 155.1.10.11 255.255.255.0
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!
interface GigabitEthernet0/0.65
encapsulation dot1Q 65

ip address 155.1.65.1 255.255.255.0
|

router ospf 1

network 150.11.11.1 0.0.0.0 area 0
network 155.1.10.0 0.0.0.255 area 0
network 192.168.1.0 0.0.0.255 area 0
!

ip dhcp pool vlan80

network 155.1.80.0 255.255.255.0
default-router 155.1.80.250

!

ip dhcp pool vlan28

network 155.1.28.0 255.255.255.0

!

ip dhcp pool vlan29

network 155.1.29.0 255.255.255.0
default-router 155.1.29.250

!

ip dhcp pool Sponsor

network 155.1.120.0 255.255.255.0
default-router 155.1.120.250

|

ip dhcp pool Geust-Portal

network 155.1.130.0 255.255.255.0
default-router 155.1.130.250

!

ip dhcp pool vian82

network 155.1.82.0 255.255.255.0
default-router 155.1.82.250

|

ip dhcp pool vlan84

network 155.1.84.0 255.255.255.0
default-router 155.1.84.250

!

ip dhcp pool vlan85

network 155.1.85.0 255.255.255.0
default-router 155.1.85.250

!

ip dhcp pool vlan86

network 155.1.86.0 255.255.255.0
default-router 155.1.86.250

!

ip dhcp excluded-address 155.1.80.250
ip dhcp excluded-address 155.1.28.250
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ip dhcp excluded-address 155.1.29.250
ip dhcp excluded-address 155.1.20.250
ip dhcp excluded-address 155.1.130.250
ip dhcp excluded-address 155.1.82.250
ip dhcp excluded-address 155.1.84.250
ip dhcp excluded-address 155.1.85.250
ip dhcp excluded-address 155.1.86.250

Task 2

Configure SW1 g0/0 and g0/3 Interface as a Trunk towards R1 g0/0 and CSR1 g0/0 Interface. Use
Dotlq as the trunking encapsulation.
SW1

!

interface GigabitEthernet0/0
switchport trunk encapsulation dotlq
switchport mode trunk

I

interface GigabitEthernet0/3
switchport trunk encapsulation dotlq
switchport mode trunk

Task 3
Configure VLANs on SW1 that will be used in the network. Create the
following VLANS:
> VLAN 10
> VLAN 65
> VLAN 125
> VLAN 126
SW1
VLAN 10,65,125,126
Task 4
Configure CSR1 g0/0 Sub Interface. Use Dotlq as the trunking encapsulation. And Configure CSR1
g0/1 interface. Configure loopback also. And Routing protocol OSPF

CSR1
!

username admin privilege 15 password 0 cisco
I

interface Loopbackl

ip address 150.1.1.1 255.255.255.255
interface Loopback2

ip address 150.1.1.2 255.255.255.255
interface Loopback3

ip address 150.1.1.3 255.255.255.255
!

interface GigabitEthernet0/0.10
encapsulation dot1Q 10

ip address 155.1.10.1 255.255.255.0
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interface GigabitEthernet0/1

ip address 155.1.139.1 255.255.255.0
no shut

!

interface GigabitEthernet0/2.111
encapsulation dot1Q 111

ip address 155.1.109.1 255.255.255.0
I

router ospf 1

router-id 1.1.1.1

network 155.1.10.0 0.0.0.255 area 0
network 155.1.30.0 0.0.0.255 area 0
network 155.1.40.0 0.0.0.255 area 0
network 155.1.139.0 0.0.0.255 area 0
Task 5

Configure ASA as transparent firewall. And configure BVI also. And allow TCP and UDP using Access-
control List.

ASA

username admin password cisco privilege 15
[
interface BVI1

ip address 155.1.139.50 255.255.255.0
[
interface Ethernetd
nameif inside
bridge-group 1
security-level 100

[
interface Ethernetl
nameif outside
bridge-group 1
security-level 0

[
access-list outin extended permit ospf any any
access-list outin extended permit tcp any any eq www
access-list outin extended permit tcp any any eq hittps
access-list outin extended permit udp any any eq 1812
access-list outin extended permit udp any any eq 1813
access-list outin extended permit udp any any eq domain
access-list outin extended permit udp any any eq ntp
access-list outin extended permit tcp any any eq tacacs
access-list inout extended permit ip any any

[
access-group inout in interface inside
access-group outin in interface outside

firewall Transparent
Task 6
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Configure Loopback in CSR5. And interface g0/0. And Configure GO/1 sub interface following
Requirement. Configure OSPF Routing Protocol.
CSR3

[

username admin privilege 15 password 0 cisco
[

interface Loopbackl

ip address 150.5.5.1 255.255.255.255
[

interface Loopback2

ip address 150.5.5.2 255.255.255.255
[

interface Loopback3

ip address 150.5.5.3 255.255.255.255
[

interface GigabitEtherneto/0

ip address 155.1.139.5 255.255.255.0
no shut

[

interface GigabitEtherneto,/1.50
encapsulation dotlQ 50

ip address 155.1.50.5 255.255.255.0

[

interface GigabitEtherneto/1.143
encapsulation dotlQ 143

ip address 155.1.143.5 255.255.255.0
[

router aspf 1

router-id 5.5.5.5

network 150.5.5.1 0.0.0.0 area 0
network 150.5.5.2 0.0.0.0 area 0
network 150.5.5.3 0.0.0.0 area 0
network 155.1.50.0 0.0.0.255 area 0
network 155.1.139.0 0.0.0.255 area 0

network 155.1.143.0 0.0.0.255 area 0
I

Task?7
Configure VLANs on SW4 that will be used in the network. Create the following VLANS. Configure
SW4 g0/0 Interface as a Trunk towards Use Dotlq as the trunking encapsulation. Configure SVI in
SW4. And configure Routing protocol OSPFO.
> VLAN 29
> VLAN 82
> VLAN 84
> VLAN 85
> VLAN 86
> VLAN 143
Sw4.
Vlan 29,82,84,85,86,143
interface GigabitEthernet0/0
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switchport trunk encapsulation dot1q

switchport mode trunk
I

interface Vlan29

ip address 155.1.29.250 255.255.255.0

I

interface Vlang2

ip address 155.1.82_250 255.255.255.0

I

interface Vlans4

ip address 155.1.84.250 255.255.255.0

I

interface Vlangs

ip address 155.1.85.250 255.255.255.0

I

interface Vlange6

ip address 155.1.86.250 255.255.255.0

I

interface Vlan143

ip address 155.1.143.250 255.255.255.0
!
Youter ospf1

router-id 250.250.250.250

network 155.1.29.0 0.0.0.255 area 0
network 155.1.80.0 0.0.0.255 area 0
nmetwork 155.1.82.0 0.0.0.255 area 0
network 155.1.84.0 0.0.0.255 area 0
network 155.1.85.0 0.0.0.255 area 0
network 155.1.86.0 0.0.0.255 area 0
network 155.1.143.0 0.0.0.255 area 0

Lab 2 — Configuring Passwords in'ISE
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Lab Scenario:

> Configuring Passwords in ISE
Initial Setup:

> Based on the previous Lab

Lab Tasks:

Task 1

Configure the ISE CLI Administrator password based on the following:
> The Default password on Eve-NG for ISE is CiscO! @#.
> |t will prompt you to change the password.
> Change it to Cisc01234

ISE

ISE3-0 login: admin

Password:

You are required to change your password immediately (password aged) Changing password for
admin.

(current) UNIX password: CiscO! @#

Enter new UNIX password: Cisc01234

Retype new UNIX password: Cisc01234

Task 2
Change the ISE CLI admin password to Sagir1234
ISE
ISE3-0/admin# password
Enter old password: Cisc01234
Enter new password: Sagir1234
Confirm new password: Sagir1234

Task 3
Reset the ISE GUI Admin password to Sagir1234.

ISE
ISE3-0/admin# application reset-passwd ise admin
Enter new password: Sagir1234

Confirm new password: Sagir1234

Password reset successfully.

Lab 3 = Configuring Network Configuration of ISE
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Lab Scenario:

> Configuring Passwords in ISE
Initial Setup:

> Based on the previous Lab

Lab Tasks:
Task 1
Configure/Verify ISE Network Parameters based on the following:
> |P Address: 192.168.1.111/24
> Default-Gateway: 192.168.1.1
> DNS Server (Name Server): 192.168.1.200
> Domain Name: cisco.com
> Hostname: ISE
ISE
Configt
|
hostname ISE1
!
ip domain-name cisco.com
I
interface Gigabit Ethernet 0
ip address 192.168.1.111 255.255.255.0
I
ip default-gateway 192.168.1.1
I
ip name-server 192.168.1.200
]
Note: It will prompt you to restart the ISE Application. Type "yes" to process. It will take a bit to come
back.
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Lab 4 — Initializing ISE — GUI
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Lab Scenario:
> Configure RADIUS Log Settings in ISE.
> Enable Services.
Initial Setup:
> Based on the previous Lab
Lab Tasks:
Task 1
Configure RADIUS settings based on the following:
> Configure ISE RADIUS setting to allow repeated Failures & suppress failed attempts. This is
done to see the logs as we are testing configurations.

> Configure ISE RADIUS to display all Successful authentications in the log even if they are repeated.
This is done to see the logs as we are testing configurations.

ISE

1. Log into ISE using the admin/Cisc01234 as the credentials.

2. Browse to “Administration -> System -> Settings -> Protocols -> RADIUS"”
3. Uncheck “Reject RADIUS requests from clients with repeated failures”.

4. Uncheck “Suppress repeated failed clients”.

5. Uncheck “Suppress repeated successful authentications”

6. Click Save.

= Cisco ISE [Administration]-|System

Deployment Licensing Cettificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

Client Provisionin. g

RADIUS Settings
FIPS Mode

Security Settings
Alarm Settings Suppression & Reports UDP Ports DTLS

Suppress Repeated Failed Clients

oS bueS » Suppress Repeated Failed Clients (1)
Profiling Detect two failures within @ Minutes
- Report failures once every @ minutes (15-60)
e - [ oot a0 roauess rom ctenis v ressates rnures
eap-TLs
Faiiures prior to automtic rejecti ® (100
peAp
EAP-TTLS Gontinue rejecting requests fc @ minutes (5-180
RADIUS
o gnore repeated accounting updates wit (@ seconds (1 - 86,400
Suppress Successful Reports
[ sueress repestd successiut autenseations
Endpoint Scripts > S
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Task 1

Configure RADIUS settings based on the following:

> Configure ISE to run the Device Administration and pxGrid services.
> We will be using TACACS+ for Device Administration in a later section.
> We will be using pxGrid services for the ISE to FMC integration.

ISE
1. Browse to “Administration -> System -> Deployment -> ISE1”
2. Check to enable the following Services:

- pxGrid
- Enable Device Admin Service.

3. Click Save.

= Cisco ISE Adrr ir“iS‘.ra—lionl-lS?-SLEI"" I

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

Dedicated MnT (7)

~  Policy Service
~ Enable Session Services ©

Enable Profiling Service ()
D Enable Threat Centric NAC Service (1)
U > Enable SXP Senvice @
Enable Device Admin Service (7)

[] Enable Passive Identity Service (1)

prGrid ()
Lab 5 — Create Admin User Creation
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Lab Scenario:

> Configure Admin User Creation in ISE.

Initial Setup:
> Based on the previous Lab

Lab Tasks:
Task 1
Create New Admin User with the Following Credential.

Username: Sagir

Password: Netmet@123

User Information First Name — Sagir
User Information Last Name — Khan
Email -khansagir446@gmail.com
Admin Group —Super Admin

ISE
1. Browse to “Administration -> Admin Access -> Admin User -> Add -> Creat AdminUser”
Name- Sagir
Email- khansagird4e6@gmail.com
Password- Netmet@123 Re Enter Password- Netmet@123
First name- Sagir
Last Name- Khan
Admin Group
SuperAdmin

2. Click Submit.
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= Cisco ISE IAf:.H'|r‘\5‘,r3l\orll-lS\;‘sLer“ |

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Settings

Authentication

~oP
Authorization > Passwor | Netmet@123 |
ssword L etme ®
Administrators - * Re-Enter Pa
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~
~
Task 2

Create one more User with the Following Credential.

Username: Student

Password: Student

User Information First Name — Student
User Information Last Name — Student
Email — student@gmail.com

Admin Group — HelpDesk Admin

ISE
1. Browse to “Administration -> Admin Access -> Admin User -> Add -> Creat AdminUser”
Name- Student
Email- student@gmail.com
Password- Netmet@123 Re Enter Password- Netmet@123
First name- Student
Last Name- Student

Admin Group
HelpDesk Admin

2. Click Submit.
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Task 3

Ensure that the idle Session timeout is set to 20 minutes for all users.

ISE

1. Browse to “Administration -> Admin Access -> Setting -> Session”

Session Idle Timeout 20 minutes (Valid Range 6 to 100)
2. Click Save.

= Cisco ISE L

i Click here to d bil D how th
Depl t Lic Certif Log t Upg k o here 1o ) o
nnnnnnnnnnnnn

Session Timeout
Authorization
Administrators ou m
ssssssss ] -
Access
Portal Customization
“ "

Ensure that ISE can only Access by the window machine using IP Address 192.168.1.1
ISE

1. Browse to “Administration -> System -> Settings -> Access -> IP Access ->
Select Allow only Listed IP Address to Control

Click Add"
IP Address- 192.168.1.1

Netmask in CIDR format- 32
2. Click save.
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= Cisco ISE |administration]-[system |

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Settings

Authentication
Sessior MnT Access

Authorization >

Administrators >

Settings ~

Access

Session

IP List

Portal Customization

T Add

O P - MASK

O 192.168.1.1 32

Lab 6 — Radius Protocol for Device Authentication
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Lab Scenario:
> Configure Authenticate All Console and Remote Login to CSR1 Using ISE.

Initial Setup:
> Based on the previous Lab

Lab Tasks:

Task 1

Create some NDG Groups in ISE
All Device Type- All Router

All Device Type- All Switches
All Device Type — Firewall
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ISE
1. Browse to “Administration -> Network Resources -> Network Device Groups -> Add
Name- All Router
Parent Group- All Device Type
2. Click Again "Add"
Name- All Switches
Parent Group- All Device Type
3. Click Again "Add"
Name- All Switches
Parent Group- All Device Type

4.Click "OK"

= Cisco ISE IAdr" ini:atralm-rul-l\le‘,wmk Res-:-urcesl

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Seguences NAC Managers External MDM
————————————————

Network Device Groups

‘ All Groups > Choose group ~~

L) import Ty Export Flat Table 7 Expand All 2% Collapse Al

Name Description No. of Network Devices

All Device Types All Device Types
All Locations

Iz this @ RADIUS over IPSEC Device

[m]
] All Locations
O Is IPSEC Device

Task 2

Create New User with Following Credentials in ISE.
Username: Cisco
Password: Cisco
Admin Group: Device Admin

» Device Admin Group users should only be Allowed to CSR1 Remotely.
> Create User Group in ISE.

ISE
1. Browse to “Administration -> Identity Management -> Groups -> User Identity Groups -> Add

Name- DeviceAdmin
2. Click "Submit"

ISE
. Browse to “Administration -> Identity Management -> Identities -> Add”

2. Click "Submit"

Task 3

Create one more User with Following Credentials in ISE.
Username: batman
Password: Cisco
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Admin Group: SuperHeros

> Create User Group in ISE.

ISE

1. Browse to “Administration -> Identity Management -> Groups -> User ldentity Groups -> Add
Name- SuperHeros

2. Click "Submit"

ISE
. Browse to “Administration -> Identity Management -> Identities -> Add”
2. Click "Submit”

Task 4

Configure CSR-Router Client of ISE
Name- CSR1
IP Add- 155.1.146.1
Device Type- All Router
Radius Authentication- cisco

ISE
1. Browse to “Administration -= Network Resources -= Metwork Device -= Add”
2. Click"submit™

Task 4

» Super Heros Group user should be allowed to access CSR1 Remotely and should be allowed to
Access CSR1 using Console.

> Use Radius as the protocol for Authentication.

> If the ISE is Unavailable the admin should still be allowed to access the console or Access CSR1
Remotely using a local user account “Admin” password as “default1A”

CSR1

!

Aaa new-model

Aaa authentication login Con group Radius LOCAL
Aaa authentication login VTY group radius LOCAL
Username Admin privilege 15 password default1A
|

Line Con O

Login authentication Con

|

Line vty 0 15

Login authentication VTY

!

Radius Server Rad

Address IPv4 192.168.1.111 auth-port 1812 acct-port 1813

Key cisco
!
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Radius-Server attributes 6 on-for-login-auth

Radius-Server attributes 8 include-in Access-Request

Radius-Server attributes 25 access-request include
!

> Create Policy in ISE

ISE

1. Browse to ™ Policy -= Policy Stes-=Default -= Authorization Policy™

2. Click "sawve"™

Conditions Studio

Library Editor
5@
IdentityGroup-Name
|°‘|D|m‘@|_‘q|m‘§|i|‘E|@‘L|°|t; %\] -
Equals i User ldentity Groups:DevieAdmip =
BYOD_is_Registered &
R 5-NAS-Port-Type
_ Catalyst_Switch_Local_Web_Aut . _ N >
- {; AND s =
- hentication 3
Eque ~ Virtual i
] Compliance_Unknown_Devices
- . . = NEW AND OR
Compliant_Devices
EAP-MSCHAPvV2 Set to 'Is not' Duplicate m
] EAP-TLS
= Cisco ISE Q @ B &
Click here to do visibility setup Do not show this again
Results
(@ Status Rule Name Gonditions Profiles Security Groups Hits  Actions
qer:
[E]  Network_Access_Authentication_Passed
Compliant_Devices_Access  AND PermitAccess Select from st o &
B compliant_Devices
[E  wireless_so2.1x
[E] evop_is_Registered
Employee_EAP-TLS AND PermitAccess BYOD @ 0 {@}
B eapms
E  wmac_in_san
[ Wireless_so2.1x
Employee_Onboarding AND NSP_Onboard BYOD P 0 {@}
[E] _eap-mschapv2
[E" Guest_Fiow
Wi-Fi_Guest_Access AND PermitAccess Guest @ o I
[E]  wireless_mag
Wi WebA 5 om
1 Redhect to_Guest_Login [ Wireless_MAB Cisco_WebAutt Select from list 0 {@}
R IdentityGroupName EQUALS User Identity Groups:DevieAdmin
©  CiscoEmployee-DeviceLogin  AND PermitAccess Select from list {(}}

Bl Radius'NAS-Port-Type EQUALS Virtual
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Lab 7 — Radius Protocol for Device Authentication Exec Level.

o |

DHCP-Server
150.11.11.132

IR
150.3.
- an u 85 cisco 150+
50.3. )
192.168.1.111 |
55.1.120.024

(o)
150.2.2.1/52 > = EI
150.2.2.2152 20.0124 192.168.1.212 ___. —_—
e - 1o o &

168.1.200 _g‘]
iAl:

D)
1 1921
o Tmamrd) s
Outside-Tran@ameni-Zone
Gom)

150.8.8.1/32

poss e R

Sra 150.8.8.3/32

192.168.1.21/24

Lab Scenario:
> Configure Authenticate All Console and Remote Login to CSR1 Using ISE.

Initial Setup:
> Based on the previous Lab

Lab Tasks:
Task 1

All console and Remote login to CSR should be Authorized with Respective Exec Level using ISE.
User cisco should be Assigned privilege exec level2

User batman should be Assigned exec level 15.

Privilege exec level2 should be allowed to shut and no shut all interface.

Permission for level2 or level 15 must be locally defined on CSR.

YV VV VY

CSR

Aaa authorization Authz1 group radius
Line vty 0 15

Authorization exec Authz1

Line console 0

Authorization exec Authz1

Exit

I

Aaa authorization exec Authz1

» Create Customization Authorization profile on ISE.

ISE
1.Brows to “Policy -> Policy Sets -> Result -> Authorization -> Authorization profile -> Add”
Name- AUTHZ-SH
Go to Attribute Settings
2.Click “Select on Item -> cisco -> cisco-av-pair-[1]
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Write- priv-lvl-15
3.Click “Submit”

ISE

1.Brows to “Policy -> Policy Sets -> Result -> Authorization -> Authorization profile -> Add”
Name- AUTHZ-DA
Go to Attribute Settings
2.Click “Select on Item -> cisco -> cisco-av-pair-[1]
Write- priv-lvi-2
3.Click “Submit”

» Know this Customization profile Use in Policy

ISE

1.Brows to “policy -> Policy Sets -> Authorization policy -> edit -> edit policy”
Permit Access-AUTHZ-SH
2.Click “submit”

Lab 8 — TACAS+ Protocol for Device Authentication
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Lab Scenario:
> Configure Authenticate All Console and Remote Login to SW1 Using ISE.

Initial Setup:
> Based on the previous Lab

Lab Tasks:

Task 1
Configure the ISE as per the Following Requirements.

Create a Internal user on ISE with username as “Sagir” and Password as cisco.

This user on ISE must belong to the local users group Avengers.
Ensure switchl authenticates all Telnet or SSH. Session from ISE using TACAS+ protocol.

Network Device IP add of Sw1 is 10.0.0.254

YV V VY
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